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Guide to the California 
Consumer Privacy Act (CCPA)
How to Build, Implement, and 
Demonstrate CCPA Compliance

S O L U T I O N S  B R I E F

What is the California Consumer Privacy Act (CCPA)

The California Consumer Privacy Act (CCPA) is a bill passed by the state of California legislature on June 28, 2018. The 
CCPA is set to be the toughest privacy law in the United States. It broadly expands the rights of consumers and requires 
companies within scope to be significantly more transparent about how they collect, use, and disclose personal 
information. The CCPA is effective January 1, 2020, and enforcement is slated to begin no later than July 1, 2020. 

Please note that this Solutions Brief is intended as a general overview of the subject and cannot be regarded as legal advice.
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The CCPA is one of the first laws to show that the US is following the current trend toward more rigorous global 
privacy regulations. The CCPA has many similarities to the GDPR, from its extraterritorial reach to its expansive 
rights for individuals, and will likely impact tens of thousands of businesses worldwide that have customers or 
employees located in California.  

The CCPA will apply to companies if they, or an entity they control or that controls them, receive personal 
information from California residents, either directly or indirectly, and meet one or more of the following criteria:

• Annual revenue exceeds US $25 Million
• The entity annually receives, directly or indirectly, the personal information of 50,000 or more California

residents, devices, or households
• 50% or more of its annual revenue is derived from the sale of personal information about California residents

Why Comply With the CCPA?
Fines1 for noncompliance can add up quickly; these fines are in addition to any loss of goodwill or consumer trust. 

Both the GDPR and CCPA require companies to think differently about their customers and how personal data is 
used. Transparency and communication about where a customer's data goes or what it's used for is necessary to 
doing business in the digital age. The new regulations signal a shift in expectations between customers 
and companies, and so companies will have to work harder to gain and keep customer trust. Companies who 
provide customers more control and choice over their data can build customer relationships by using that as a 
competitive edge.

How to Comply with the CCPA
The CCPA (California Consumer Privacy Act) and California A.B. 1906 (Security, Privacy of IoT Devices) were 
both passed soon after the GDPR, and continue the trend of California leading the US in legislating compliance 
standards. The EU GDPR (General Data Protection Regulation) set the stage for more choice, more transparency, 
and more mature privacy programs to protect personal information. Enhanced individual rights (such as access 
and deletion), additional transparency requirements, and required security measures are all causing companies 
to re-evaluate their security and data management programs from the bottom up. 

Companies that have gone through a large compliance effort in the past (e.g., GDPR or ISO Certification) likely will 
have fewer gaps to resolve to prepare for the CCPA, but all companies in scope will have some work to do.  

Before building a program, TrustArc suggests that companies review all applicable privacy compliance 
regulations or frameworks with which your company will have to comply. Finding commonalities between the 
requirements and controls will allow a company to find overlap between the obligations, and then adjust for any 
differences, rather than having completely separate programs.
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1 California Consumer Privacy Act of 2018 §1798.150
2 California Consumer Privacy Act of 2018 §1798.140
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The following chart highlights a subset of requirements that are similar for both the CCPA and GDPR. The first 
column provides the general area where each law has requirements that pertain to a particular subject area, for 
example, data subject rights. The second column summarizes the applicable CCPA requirements, and the third 
column summarizes the GDPR’s requirements. The last column provides a sample best practice to follow. 

Privacy 
Requirement

CCPA 
Requirements

GDPR 
Requirements Best Practice

Transparency A business (controller) 
is under an obligation 
to provide consumers 
information such as the 
categories of personal 
information to be 
collected; 
the purposes for which 
the personal information 
will be used; and the 
categories of third 
parties with whom the 
business shares personal 
information.

Include this information 
in the businesses privacy 
policy and update the 
policy at least once every 
12 months. 

A controller is under an 
obligation to provide 
details such as its identity 
and contact details; any 
recipients of the personal 
data; and the intended 
purposes of processing the 
personal Information.

Include this in a policy or 
notice such as a privacy 
notice or a GDPR-specific 
policy.

The compliance standard 
for transparency 
obligations is more 
rigorous for the GDPR, 
but both GDPR and 
CCPA require updates to 
your business’s privacy 
notices/policies. 

Ensure your notices are 
updated at least annually, 
meet the transparency 
requirements of any 
applicable laws, and 
formally document that 
process. 

Processor 
Obligations

Businesses (controllers) 
are required to convey 
deletion requests to 
their service providers. 
Service providers are 
liable for civil penalties 
under the CCPA. 
Otherwise, obligations 
for "processors" are 
much more rigorous in 
the GDPR.

There are detailed 
requirements for controllers 
on how to evaluate, 
engage, and manage 
processors. Processors also 
have obligations, and are 
liable for civil penalties  for 
failure to comply.

Controllers and their 
processors have 
obligations under both 
the GDPR and CCPA. 

If your organization is a 
controller, ensure that 
you have evaluated the 
processors you engage 
and that contracts are in 
place with the processors. 
If your organization is 
a processor, ensure 
you have the requisite 
processes and 
mechanisms in place to 
support controllers in 
meeting their obligations 
to individuals.
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Privacy 
Requirement

CCPA 
Requirements

GDPR 
Requirements Best Practice

Individual 
Rights:

Data Portability 
and Data 
Access

The CCPA provides 
consumers the rights 
of access and data 
portability. 

Consumers have the 
right to obtain from a 
business their personal 
information, including the 
categories and specific 
pieces of information  
collected;
the categories of third 
parties with whom 
information is shared; 
and the categories of 
sources from which the 
information was.

Consumers also have 
the right to obtain their 
personal information in 
a format that allows the 
consumer to transmit it to 
another organization.

Businesses need to 
respond within 45 days. 

The GDPR provides 
individuals the rights of 
access and data portability.

Individuals have the right to 
receive confirmation from 
a controller about whether 
personal data about them 
is being processed; and, if 
so, additional information, 
including the categories 
of personal information 
concerned;
the recipients or categories 
of recipients with whom the 
information have or will be 
shared; and the purposes of 
processing.

Organizations need to 
respond within one month 
of receipt of the request.

The GDPR and CCPA 
both have the individual 
rights of access and data 
portability.  

Ensure that these types 
of requests are managed 
and your processes 
documented. 

Review your current 
process and mechanisms 
that are in place to 
respond to access 
requests. Assess their 
efficacy. Address 
compliance gaps and 
use technology tools 
to automate manual 
processes to scale and 
simplify. 

Individual 
Rights:

Deletion

The CCPA provides 
consumers the right of 
deletion. 

Consumers may 
request that businesses 
delete their personal 
information.

The GDPR provides 
individuals the right of 
deletion, or “the right to 
erasure.” 

Organizations need to 
process deletion requests 
within one month of receipt 
of the request.

The GDPR and the CCPA 
both have deletion 
obligations. 

Review the types of data 
your company retains, 
and the legal bases for 
processing it. Ensure 
effective processes and 
mechanisms are in place 
to respond to deletion 
requests. Address 
compliance gaps and 
use technology tools 
to automate manual 
processes to scale and 
simplify. 
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CCPA Compliance Timeline
Businesses that have prepared to comply with GDPR by creating comprehensive data governance practices, 
records of processing, and individual rights procedures will have a head start. But, under the CCPA, all companies 
in scope will need to enhance their data management practices, expand their individual rights processes, and 
update their privacy policies by the January 1, 2020 effective date (enforcement is slated to begin no later than 
July 1, 2020).

Ten-Step CCPA Compliance Plan
The following ten steps provide a recommended action plan to assess CCPA compliance and build an 
implementation plan. 

Sample Timeline

Build a Compliance Plan

1. Determine whether the CCPA applies to any part of the business, and whether the requirements related to 
collection, sale, or both, are applicable.

2. Conduct a gap analysis against current individual rights management policies and procedures and 
transparency practices.

3. Determine which business processes and activities are in scope for CCPA and which involve minors.

4. Create a data inventory of your data elements and/or update data flow maps relevant to the collection, sale, 
and disclosure of personal information (which are in scope). 

5.  Determine which CCPA individual rights apply to each business process or activity.

6. Determine whether to offer any financial incentives for the sale of personal information.

Implement the Compliance Plan

7. Develop updates to individual rights management policies and procedures.

8. Update Privacy Policies to include required disclosures under CCPA.

9. Update contracts with vendors and third parties with whom personal information is shared.

10. Implement individual rights mechanisms to effectively manage incoming requests from consumers.
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CCPA
DeadlineUpdate

third-party
agreements

Create 
processes for 
new Individual 
Rights

Remediate 
privacy and 
data scurity 
gaps

Data 
inventory and 
mapping for 
in scope data

January 1, 2020
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How TrustArc Can Help: CCPA Compliance Solutions
TrustArc offers a broad range of solutions to help companies build and manage a privacy program. The solutions 
listed below include the TrustArc Platform, Consulting, and Certification services which can be tailored to meet 
your needs. 

For a complete list of TrustArc solutions, visit www.trustarc.com/products

CCPA Readiness Assessments

TrustArc offers two readiness assessment options based on a company’s current compliance status. Both 
assessments are powered by TrustArc Assessment Manager and led by an expert TrustArc Consultant.

TrustArc CCPA Readiness Assessment
The assessment includes a detailed review against CCPA requirements and delivers a 
detailed summary of gaps, remediation recommendations, and a prioritized, step-by-step 
implementation plan to achieve and maintain compliance. 

TrustArc GDPR to CCPA Readiness Assessment
The assessment follows the same methodology as the CCPA Readiness Assessment and is 
designed for businesses that have already addressed GDPR requirements, enabling them to 
leverage existing processes and controls, and address the unique requirements of the CCPA. 

58 %

Certified Privacy
Powered by

CCPA

Privacy 
Consulting 

• Compliance Assessments - 
GDPR; CCPA; CASL / PIPEDA; 
HIPAA

• Vendor Risk Management

• DPIA / PIA Program 
Development

• Breach Response Plans

• Policies and Procedures

• GDPR Implementation

• Employee Privacy Training

Privacy 
Platform

• Data Flow Manager

• Intelligence Engine

• Assessment Manager

• Cookie Consent Manager

• Website Monitoring Manager

• Direct Marketing Consent 
Manager

• Individual Rights Manager

• Ads Compliance Manager

Privacy 
Review

• GDPR Validation

• EU Privacy Shield Verification

• APEC CBPR and PRP 
Certification

• Children's / COPPA 
Certification

• TRUSTe Enterprise 
Certification

• EDAA Certification

• Dispute Resolution Service

www.trustarc.com/products
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TrustArc CCPA Implementation Package

The CCPA Implementation Package uses the TrustArc Platform to manage CCPA compliance requirements. 

The Platform provides end-to-end privacy management through a series of integrated modules designed to 
address CCPA requirements. The Platform can support a wide range of other global privacy regulations, including, 
GDPR, HIPAA, EU Privacy Shield, etc. The Platform has collaboration features that help save time that would 
otherwise be spent waiting for stakeholders to answer assessments. It also has remediation recommendations 
and automated tasks that can be assigned, so that team members can get started on implementing controls 
right away. The on-demand reporting features also save time that would be spent compiling information for both 
internal and regulatory reporting.

The Platform includes the following modules:

• Data Flow Manager - create and manage a data inventory, which is essential to understanding data flows, 
assessing risk, and managing individual rights

• Assessment Manager - conduct ongoing privacy risk assessments, including PIAs and DPIAs

• Individual Rights Manager - manage data subject rights requests in a timely manner

• Consent Manager - manage cookie consent and marketing consent obligations

• Reporting - create and maintain audit trails and reports to demonstrate compliance

TrustArc Consultants are available to help develop and build a comprehensive compliance program, including 
defining policies, processes, and controls. Using a combination of people plus technology can help a company 
conduct assessments at scale, and can help implement controls faster. 
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About TrustArc

TrustArc, the leader in privacy compliance and data protection for over two decades, offers an unmatched 
combination of innovative technology, expert consulting and TRUSTe certification solutions, that together 
address all phases of privacy program management. The TrustArc Platform, fortified over eight years of operating 
experience, across a wide range of industries and client use cases, along with our extensive services, leverage 
deep privacy expertise and proven methodologies, which have been continuously enhanced through thousands 
of customer engagements. Headquartered in San Francisco, and backed by a global team across the Americas, 
Europe, and Asia, TrustArc helps customers worldwide demonstrate compliance, minimize risk and build trust.

For more information, visit www.trustarc.com.
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